Business Connect | RESOURCES

Entrust IdentityGuard Virtual Security Token Setup

Prior to Initial Business Connect Login

1. Download the Entrust Identity Mobile Application from your
App Store or Google Play Store and search for Entrust

IdentityGuard Mobile App.

2. Review and agree to the End
User License Agreement

3. Select the Add identity later
option
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END USER LICENSE AGREEMENT

This ENTRUST MOBILE APPLICATION END USER
LICENSE AGREEMENT (collectively with any terms and
conditions referenced therein - the "EULA") contain the
terms and conditions that govern your access to, andf
or download, installation, andfor use of, the Software.
Terms not otherwise defined in this EULA shall have
the meanings set forth in Section 1 (Definitions) below.

You agree to be bound by this EULA through: (i) your
download, installation, access, or use of the Software;
or (ii) your express agreement to this EULA, including,
without limitation, when an "Accept" or similar button,
andjor a check box presented with this EULA is clicked
andfor checked by you.

You, as the individual downloading, installing,
accessing, or using the Software, or clicking andfor
checking the aforementioned buttons and/or boxes,
represent and warrant that you are lawfully able to
enter into contracts (e.g. you are not a minor). IF YOU
DO NOT ACCEPT THE TERMS AND CONDITIONS OF
THIS EULA, YOU SHALL NOT ACCESS, USE,
DOWNLOAD, OR INSTALL THE SOFTWARE.
CONTINUED RIGHT TO ACCESS AND USE THE
SOFTWARE IS CONTINGENT ON YOUR CONTINUED
COMPLIANCE WITH THE TERMS AND CONDITIONS OF
THIS EULA.
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ADD ACCOUNT

Let's get started.

Select one of the following options to register
your identity with this app.

Scan the QR Code from your identity
provider.
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Q Add a Passcode identity.

Add identity later. ]
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Once you have established your permanent

password, you will be asked to enroll in multi- Enroll in multi-factor
e . authentication
factor authenticiation and register your Entrust
. For security reasons, we need you to enroll in multi-
SeCU r|ty TOken factor authentication to proceed. If you need to update
your contact information, contact the call center.
Hard Token
1. Click on the Soft Token option and a green
Soft Token v

checkmark will be displayed to the right.

Select Register.

2. Open your Entrust IdentityGuard App which you
;rewously downloaded from your App Store or Google Play S
ore.

1. Select the icon labeled +Add identity

2. Select the Manual option (the Manual option will be the
2" on the list)

Passcode |dentity Q
QR Code
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3. Addthe required information as noted below into your Entrust IdentityGuard Mobile App.
Information for the Serial number and Activation Code will be found on your computer screen.

@ 1. Enter your preferred Identity Name (i.e. Heartland Bank, or your Company name)
@ 2. Enter the Serial Number and Activation Code which are displayed on your computer
screen. (The Provider URL is not required.)

@ 3. Select the Blue Check Mark to proceed.
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Soft Token Smart Card

Soft Token Activation

se fields to proceed with the activation.

[ﬁ vame Heartland Bank ]

] Provider URL

H Serial Number

O+ Activation Code

.
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1234356-78910

Enroll in Soft Token

Step 1
Download and install
Entrust IdentityGuard Mobile app.

On your device, fill out the following serial
number and activation code:

Serial number
123456-78910

1234-5678-9876-5432

Step 2

The app will now present a registration code.
Enter it below to complete the token registration
process.

Registration Code

Back

1234-5678-9876-5432 y

© @

Please read the next steps very carefully. Do NOT select
Activate until you have entered the Registration Code on
your computer screen.
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4. On your Entrust IdentityGuard Mobile App, a Registration Code will display.

Do NOT select the Activate option yet as the Registration Code needs to be entered
into your computer screen.

Enter the Registration Code displayed in your mobile app into the computer screen.
Select Enroll

Once you have selected Enroll on your computer screen and access Business Connect, you
may proceed with selecting Activate on your mobile device.

OO

ACTIVATE IDENTITY

Enroll in Soft Token

Enter the code below on your portal page, or
give it to your administrator or help desk, to

complete the activation process. This code Step 1 Step 2
will not be displayed again.

Download and install The app will now present a registration code.
Ragletration Code Entrust IdentityGuard Mobile app. Enter it below to complete the token registration
04000-28817 o o process.
On your device, fill out the following serial
~ I have provided the registration code to the number and activation code: Registration Code

portal, administrator or help desk

0400028817

Serial number
AC"HSC on Code

1234-5678-9876-5432

@ Back
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5. On the Entrust IdentityGuard App

1. Enter and confirm a 4-digit PIN
number of your choice to ensure
only you can access a security

code.
Please be sure to use a 4-digit PIN
you can remember.

6. Your Entrust Security Token is now
confirmed.

CHOOSE IDENTITY PIN

Enter your new Identity PIN.

Identity PIN Rules

@ You must enter a PIN containing 4 digits

NEXT

CONFIRM IDENTITY PIN

Confirm Identity PIN

Identity PIN Rules

@ Must match previously entered Identity PIN

BACK CONFIRM
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TOKENS
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Using your Entrust IdentityGuard Security Token

When accessing your Entrust IdentityGuard App to receive a security token, you will need to select

Verify and enter your 4-digit PIN number to confirm your identity.

Your Token Code will then appear and can be entered into the multi-factor authentication box on

your Business Connect screen.

IDENTITIES

Heartland Bank

Verify

+ Add Identity
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QR Scan Settings
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Heartland Bank
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IDENTITIES

Heartland Bank

1266 9519

+ Add Identity
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Actions QR Scan Settings

If you have any questions regarding the setup of your Entrust IdentityGuard Security Token, please
contact Heartland Bank’s Business Connect Support Team at 855-244-1215 and when prompted say
“Speak to a Person” and then select option 5 or BusinessConnect@hbtbank.com
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