Entrust IdentityGuard Security Token Setup

Prior to Initial Business Connect Login:
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1. Download the Entrust Identity Mobile Application from your App Store or Google Play Store and
search for Entrust IdentityGuard Mobile App
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2. Review and agree to the End User
License Agreement.

3. Select the Add identity later
option.
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END USER LICENSE AGREEMENT

This EMTRUST MOBILE APPLICATION EMD USER
LICEMSE AGREEMENT [collectively with any terms and
conditions referenced therain - the "EULA") contain the
ERfE Bnd conditiong Uhal Gevern your SScess to, and/
or downdoad, installation, andfor use of, tha Softwane
Terms noi ofherwise defined in this EULA shall have
the meanings set forth in Section 1 (Definitions) below

You agree to be bound by this EULA through: (i} your
dovnlosd, installation, access, or use of the Softwarne;
oF (N} youl expioss aghaament o this EULA, including,
without limitation, whan an "Accept™ or similar button,
andjor a check box presented with this EULA is clicked

andjor checked by you.

You, as the individueal downloading, installing,
sccessing, of using the Solftware, or chicking andior
chirgking thi atoremontiondd bullans andfor bDoxes,
represant and warrant that you are lawfully able to
enter into contracts (e.g. you are not a minor). IF YOU
DO NOT ACCEPT THE TERMS AND CONDITIONS OF
THIS EULA, YOU SHALL MOT ACCESS, USE,
DOWMLOAD, OR INSTALL THE SOFTWARE
COMTINUED RIGHT TO ACCESS AND WUSE THE
SOFTWARE IS CONTINGENT OM YOUR CONTINUED
COMPLIANCE WITH THE TERMS AND CONDITIONS OF
THIS ELILA.
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Let's get started.

Select one of the following options to register
your identity with this apgp.

ADD ACCOUNT

Scan the QR Code from your identity
prosIder.

Add a Passcode identity.
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Ak identity later, ]




At Initial Business Connect Login:
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1. Once you have established your password, you will be asked to enroll in multi-factor
authentication and register your Entrust Security Token.

authentication

Enroll in multi-factor

Hard Token

Soft Token

2. Click on the Soft Token option and a green check mark will be displayed to the right. Select

Register.

If your company requires Hard Tokens, one will be mailed to your Company Administrator for your use.

authentieation

Enroll in multi-factor

Stap 1

downiead and msta

Enroll in Seft Token

123456-78510

1234-5878-9876-5422

Entrust IdentityGuard Mobile app.
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3. On your Entrust IdentityGuard App

a. Select Manual option within

Identities.

b. Enter your preferred |dentity
Name (i.e. Heartland Bank)

c. Enter the Serial Number

and Activation Code which is
displayed on the digital banking
screen. (The Provider URL is not

required)

d. Select Next.

IDENTITIES

Passcode ldentity

MANUAL ACTIVATION

SOFT TOKEN SMART CARD

Identity Name
Heartiand Bank

Provider URL

Previder URL

Serial Number
123456-TE910

Activation Code
1234-5676-98T6-5432

NEXT

4. On your digital banking screen

a. Enter the Registration Code displayed in your mobile app into the digital banking screen.

b. Select Enroll.

ACTIVATE IDENTITY

Enter the code Delow on your portal pege, o
give it 1o your adminsstraicr or help desk, 1o
complete the activation process. This code
wall ot by displan'ed again

Aegstration Cote

04000-28817

) I v provided the regintration code o the
4 porisl, sdmeelralar of belp sesk
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Enroll in Soft Token

Step 1 Step 2
The app will now
Enter it below to

Download and install

Entrust IdentityGuard Mobile app.

egistration code
he token regitration

rocess
On your device. fill out the following serial

number and activation code: e
R 0400028817
123456-78910

1234-5678-0876-5432

fack -
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On the Entrust IdentityGuard App

a. Enter and confirm a 4 digit PIN number of your choice to ensure only you can access a
security code.

CHOOSE IDENTITY PN COMFIRM IDENTITY PIN

Enter your new Identity PIN. Confirm identity PIN
Ideniry Pk Hubes henity PN Rules
B Yo s enied B PN conlaineng 4 daging Q Rl SR PRy Ble SRy P
MEXT BACK CONFIRM

Your Entrust Security Token is now confirmed.
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Using your Entrust IdentityGuard Security Token:
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1. When accessing your Entrust IdentityGuard App to receive a security token, you will need to select
Verify and enter your 4-digit PIN number to confirm your identity.

2. Your Token Code will then appear and can be entered into the multi-factor authentication box on

your digital banking screen.

IDENTITIES

TOKEMS

Heartland Bank

Verify

+ Add Identity
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Actona O Scan Settngn
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Unlock Token ldentity

Heartland Bank
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TOKEMS

IDENTITIES

Hieartland Bank

1266 9519

+ Add Identity

A 2 e

Aoy Of Scan Sattegn

If you have any questions regarding the setup of your Entrust IdentityGuard Security Token,
please contact Heartland Bank’s Treasury Management Support Team at 855-244-1215 or

BusinessConnect@hbtbank.com
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